
 

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046 

tel: (443) 270-5100 fax: (410) 715-6538 | www.FEIsystems.com  

  

  

  

  

  

  

  

  

WITS Requirements Document  

 

2022 Real World Test Results  
 

  

  

  

  

  

  

  

 Created by:  Kevin Sutter  

 Dated:   1/28/2023   

    

  



 

      Page 2  

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046 

tel: (443) 270-5100 fax: (410) 715-6538 | www.FEIsystems.com  

 

CONTENTS 

General Information ......................................................................................................................................................... 3 

Real World Testing Approach ............................................................................................................................................ 3 

Table 1 .......................................................................................................................................................................... 3 

Methodology ................................................................................................................................................................ 4 

Justification For Methodology ....................................................................................................................................... 4 

Measures Used In Testing ................................................................................................................................................. 5 

Description Of Measurement/Metric ............................................................................................................................ 5 

Associated Certification Criteria .................................................................................................................................... 7 

Test Results....................................................................................................................................................................... 7 

Summary Of Findings .................................................................................................................................................... 7 

Measure 1 (b)(1) ........................................................................................................................................................... 9 

Measure 2 (c)(1) .......................................................................................................................................................... 13 

Measure 3 (b)(1) ......................................................................................................................................................... 18 

Measure 4 (g)(7, 8, 9) .................................................................................................................................................. 21 

Public API Documentation ....................................................................................................................................... 21 

User Authentication Request ................................................................................................................................... 23 

Patient Selection Request (g)(7) .............................................................................................................................. 24 

Data Category Request (g)(8)................................................................................................................................... 26 

All Data Request (g)(9)............................................................................................................................................. 27 

Measures 5 - 7 (b)(6) ................................................................................................................................................... 29 

Attestation ...................................................................................................................................................................... 36 

 

 

     



 

      Page 3  

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046 

tel: (443) 270-5100 fax: (410) 715-6538 | www.FEIsystems.com  

  

Real World Test Results  

For Criteria  

§170.315 (b)(1), §170.315 (b)(6), §170.315 (c)(1),  

§170.315 (g)(7), §170.315 (g)(8), and §170.315 (g)(9)  

  

General Information  

Plan Report ID Number: 2022RWTResults_Ver1.0  

Developer Name: FEI Systems  

Product Name(s): Web Infrastructure for Treatment Services (WITS)  

Version Number(s): 22 

Certified Health IT: 15.04.04.1479.WITS.22.02.1.220628 

Product List (CHPL) ID(s): 15.04.04.1479.WITS.22.02.1.220628 

Developer Real World Testing Page URL: https://www.feisystems.com/certifications/ 

   

Real World Testing Approach  

The Certified Health IT product, WITS, is sold by FEI Systems as an ambulatory care Electronic Health Record (EHR) 

software application. WITS customers specialize in providing substance abuse and mental health services to the Medicaid 

population. The applicable 2015 Edition criteria that we included in our 2022 Real World Testing are:  

TABLE 1  

                                                                                                                                                                                                         

In the real world, the modules tested provide one seamless approach to fulfil clinical and administrative documentation 

      

      

      

https://www.feisystems.com/certifications/
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requirements and incorporate the features and functions of all of the criteria mentioned in Table 1. The results in this 

document demonstrate how these combined certified criteria perform in the production environment.  

METHODOLOGY 
Testing environments:  

• Public-facing production-like instance of ONC certified WITS version 22.10. Clients in this environment have 

realistic client data based on elements of current clients. 

• Public API testing tool Postman.com. 

Testers:  

• La’Tray Jeffers, Tennessee Department of Mental Health and Substance Abuse Services 

• Ken Horvath, Tennessee Department of Mental Health and Substance Abuse Services 

• Kevin Sutter, FEI Systems (External API testing for (g)(7,8,9)) 

Testing Dates: 1/26 – 1/27, 2023 

Proctoring: 

• Teams meeting to observe provider testing activities of certified criteria through WITS unassisted. 

JUSTIFICATION FOR METHODOLOGY 

 

WITS became 2015 Edition ONC certified in 2019 at the request of one of our WITS customers, the Tennessee 

Department of Mental Health and Substance Abuse Services (TN).  Since deploying it in that year to our customer, TN 

confirmed that they have not used the ONC data collection screens and interoperability capabilities (CCDA-related) to 

conduct business.  Therefore, there is no production data that can be used as a representation of ONC client data 

collection or interoperability for Real World Testing.  For this reason, we have simulated near-production client data in 

our public-facing Real World Testing environment. This means that we have created client records for Real World Testing 

that have elements of real client data. They cannot be tied back to any existing private health information (PHI) or 

personally identifiable information (PII). 
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Because of staff turnover on the WITS team, we implemented our 2022 Real World Testing program late in Q4.  The 

limited resources of the WITS team and our customers meant we could only test for two days. 

 

To test the publicly available APIs that satisfy the (g)(7, 8, 9) criteria, a WITS team member used a 3rd party API tool called 

Postman.com, which a client can run on their home computer or other internet-enabled device.  After some discussion, it 

was agreed that there was no good candidate external to FEI with the necessary technical skills that was available at no 

cost to test the criteria using the tool.  Therefore, one of our staff tested the APIs to satisfy the testing criteria.  The 

testing process is described in the section for Measure 4. 

 

None of our customers, including TN, have a MIPS reporting requirement. Because of this, we have not updated the 

Documentation of Current Medications in the Medical Record QRDA report (CMS68) XML from version 8 to the current 

version because our customers have no need for it.  

 

Version 22 of WITS continued to support the 2015 Edition criteria on the WITS CHPL listing for the 2022 calendar year as 

this document will show even though TN was not using it.  The ONC modules in WITS are currently not enabled for our 

other customers.  We anticipate that more of them will want to use the ONC functions because of the 2015 Cures Act 

updates to our product. 

 

Measures Used In Testing 

 

DESCRIPTION OF MEASUREMENT/METRIC  

 

The Measure/Metrics and the Descriptions listed below apply to the simultaneous and seamless use of the functionality 

of the applicable certified measures mentioned in Table 1. FEI identified the following metrics and descriptions in the 

2022 Real World Test plan. 
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Measurement/Metric  Description  

Measure 1: Clinician logs into WITS 

and receives a C-CDA from a 

referring provider via Direct Protocol 

with no Tech Support and no errors. 

C-CDA has demographic information 

adjusted so PHI is not visible. 

Successful receipt of C-CDA is 

achieved and observed.   

Clinician begins a new patient encounter in the WITS certified software 

with a patient referred by another clinician. With a Direct Address and 

unique Updox credentials the clinician is able to have a seamless login 

and secure receipt of C-CDA from the referring clinician using the Direct 

Protocol. The Common Clinical Data Set standard will be demonstrated 

in these transactions through screenshots collected. Log files are also 

captured. These will all show the successful receipt of the C-CDA with all 

fields completed and arranged per provider preference. This will meet   

§ 170.315(b)(1) (Receive).  

Measure 2: Documentation of 

Medications (CQM68) is done 

without assistance. No errors are 

expected.  

  

The clinician easily completes Documentation of Medications (CQM68) 

within appropriate location in the WITS software to meet 170.315(c)(1) 

by completing the appropriate fields as they document the patient’s 

medications on the date of the encounter in WITS software. It will be 

later reflected in the numerator and denominator of this MIPS CQM 

measure and the generation of a QRDA file format.  

Measure 3: Updated C-CDA is sent 

back to referring partner. Successful 

sending of CCDA is achieved and 

observed.  

Clinician sends updated C-CDA with minimal delay back to referring 

clinician via Direct Protocol. Updated C-CDA is also sent to the patient 

portal. Confirmation of sent C-CDA is captured along with log files. This 

will meet § 170.315(b)(1) (Send).  

Measure 4: The patient will have the 

ability to access (by authentication) 

either partial or full encounter 

summaries by way of an API call 

from a 3rd-party application running 

on a patient-owned device to the  
API of the EHR.                                     

This same patient will be enabled to present their authenticated 

credentials to use a 3rd-party application running on a patient-owned 

device to access either partial encounter summary data or a full 

encounter summary. They will have the ability to view and or transmit 

their information as they see fit. This will meet § 170.315 (g)(7,8,9).  

Measure 5: A selected practice staff 

member is observed successfully 

exporting bulk patient data files on 

demand.   

Authorized office practice staff member will perform an export of data 

from the production server in real-time (on demand) with a specific 

start & end date immediately. This will be done without delay and sent 

to a specific file location decided by the staff member. This will be 

accomplished efficiently and with no error and the file will be inspected 

when received to ensure it is the file requested. Real world data will be 

used but demographic information will be changed to protect patient 

health information. This measure allows the capture of report data 

selected by and on demand without assistance from development staff. 

The ability to independently create reports is vital to office practices and 

integral to a certified EHR. FEI Systems staff will verify the reports have 

been created successfully with requested data and sent to a specific file 

location through screenshots.  

Measure 6: a selected practice staff 

member is successfully exporting a 

file at a single delayed time - with a 

specific start and end date in the 

future.  

An authorized office staff member will perform a data export data in the 

future - 5 minutes from current time - from the production server with a 

scheduled specific start & end date -such as November 1 - November 2, 

2021.This will be accomplished efficiently and with no error and the file 

will be inspected when received to ensure it is the file requested. This 

measure allows the staff member to select a time in the future without 
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assistance from development staff. The ability to independently create 

reports is vital to office practices and integral to a certified EHR. FEI 

Systems staff will verify the reports have been created successfully and 

sent to a specific file location with requested data through screenshots.  

Measure 7: A selected practice staff 

member sets an export for a delayed 

future time during hours after the 

practice is closed and is able to run 

successfully. This scheduled event 

will repeat as scheduled.   

An authorized staff member sets up a specific data export to run after 

the practice is closed. This measure allows the capture of report data 

selected by and on demand without assistance from development staff. 

The ability to independently create reports is vital to office practices and 

integral to a certified EHR. FEI Systems staff will verify the reports have 

been created successfully with requested data and sent to a specific file 

location with screenshots that capture the activity. At the finish of 

Measure 7 § 170.315(b)(6) Data export will be satisfied. 

 

ASSOCIATED CERTIFICATION CRITERIA  

 

Measurement/Metric  Associated Certification Criteria  

Measure 1  § 170.315(b)(1) Transitions of care - Receive  

Measure 2  § 170.315(c)(1) CQM – Record and Export  

Measure 3  § 170.315(b)(1) Transitions of care - Send  

Measure 4  § 170.315 (g)(7, 8, 9) API  

Measures 5 - 7  § 170.315(b)(6) Data export   

  

 

Test Results 

SUMMARY OF FINDINGS 
The below summary of findings is supported by the detailed screenshots of tasks as shown in the sections on measures. 

Measure 1:  

§ 170.315(b)(1) 

(Receive) 

External testers successfully: 

• Opened a secure DIRECT message from a provider in another WITS agency 
that included a copy of the referral and CCDA of a client. 

External users unsuccessfully: 

• Processed the CCDA received in the DIRECT message and linked it to the 
client record to view the CCDA in human readable format. 

Resolution: 

• We corrected a software conflict that prevented the user processing the 
CCDA in WITS internally for the provider agency the users tested in.  
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However, testing in the home agency allowed the user to process a client 
CCDA file from the DIRECT message as intended.  

• The WITS team was able to fix the issue.  It did not impact users in the 
production environment as TN is not using the functionality or receiving 
CCDA files. 

 
Post-resolution, a test user successfully processed the CCDA received in the DIRECT 
message and linked it to the client record to view the CCDA in human readable 
format. 
 

Measure 2: 

170.315(c)(1) 

  

The testers successfully: 

• Opened client records and reviewed client’s medications history of Client 
Profile\Medication History. 

• Navigated to Activity List\Encounters screen. 

• Opened client encounter for Individual Counseling and checked the indicator 
for Medication(s) Documented. 

• Navigated to menu Agency\CQM Reporting in the main WITS menu.  

• Entered parameters and generated the XML QRDA Report. 

• Saved XML report to another directory on their computers. 

Measure 3: § 

170.315(b)(1) (Send) 

The testers successfully: 

• Navigated to Activity List\Encounters screen. 

• Opened client encounter for Individual Counseling 

• Entered a signed note. 

• Created a DIRECT message from the encounter to send the Encounter 
Summary CCDA and consent form to a provider in another agency. 

• Navigated to DIRECT Message inbox on the WITS main menu and verified in 
the Sent box that the message was sent to the provider in another agency. 

Measure 4: § 170.315 

(g)(7), (g)(8), (g)(9) 

Using 3rd party software Postman.com and the public API documentation, the tester 

successfully retrieved: 

• A user token to run (g)(7,8,9) APIs. 

• The list of encounters and Unique Client Number for a specified client (g)(7). 

• The list of data elements for a specific category of Common Core Data (g)(8). 

• A full Summarization of Episode Note for the specified client (g)(9). 

Measure 5: § 170.315 

(b)(6) – Real time export 

The testers successfully: 

• Navigated to CCDA\Data Exports screen. 

• Created a new data export schedule to generate CCDA files for all patients in 
the chosen facility as a real-time schedule. 

• Saved the generated zip file of CCDA XML files to another folder on the user 
computer. 

Measure 6: § 170.315 

(b)(6) – One-time future-

dated export 

The testers successfully: 

• Navigated to CCDA\Data Exports screen. 

• Created a new data export schedule to generate CCDA files for all patients in 
the chosen facility for a specific date and time in the future. 

• Saved the generated zip file of CCDA XML files to another folder on the user 
computer. 
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Measure 7: § 170.315 

(b)(6) – Recurring export 

The testers successfully: 

• Navigated to CCDA\Data Exports screen 

• Created a new data export schedule to generate CCDA files for all patients in 
the chosen facility for a recurring export with a specific time in the future. 

• Saved the generated zip file of CCDA XML files to another folder on the user 
computer. 

 

 

MEASURE 1 (B)(1) 

• From the Home page, testers chose menu DIRECT Inbox from the left-hand menu.  Each tester had a dedicated 

DIRECT Message email address and inbox prepared. 

 

• In the Inbox view, each tester opened the email from provider Pramathi by double-clicking it.  The email showed 

in the right-hand email pane. It contained the CCDA (EHR) file for a client that was referred to House of Hope 

Agency via a consent document.   

o Tester 1: client Thomas Guler, client ID - Q683395YK682544 

o Tester 2: client Sharon Timmons, client ID - J893492MX031544 
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• The testers clicked the gears icon to process the CCDA file in WITS and link it to the client’s record. 

• The testers navigated back to the client record to view the consumed CCDA file through menu Linked CCDA. 

 

• Issue. The testers were not able to complete the test to process the Linked CCDA.  WITS did not process the 

CCDA files received from the DIRECT messages for either tester. 
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• Resolution.   The WITS team found that the system was not matching the client’s CCDA file to the House of Hope 

agency client record when processed through DIRECT message if the client existed in another WITS agency.  After 

correction, the user was able to process the CCDA and link it to the client’s account as shown in the following 

bullets and screenshots. 

• For client “Sharon Timmons”, the user returned to the DIRECT Message Inbox and opened the message for S. 

Timmons. 

 

• After clicking the gear icon and processing the CCDA file, the user opened the client’s record in the Linked CCDA 

Search screen and verified that a linked CCDA record was created. 
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• The user clicked the View button to open the CCDA file in a new tab that was human-readable. 

  

 

 



 

      Page 13  

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046 

tel: (443) 270-5100 fax: (410) 715-6538 | www.FEIsystems.com  

MEASURE 2 (C)(1) 

• Testers navigated to the Medication History menu under Client Profile to open the Medication History screen 

and reviewed the listed medications for each client. 

 

 

• Testers navigated to the Encounters screen for each client to document that they reviewed medication. 
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• Testers opened the Encounter for each client with the service “Individual Counseling”. 

 

• Testers clicked the Yes indicator for the field Medication(s) Documented.  This indicator represents that the 

provider reviewed the list of current medications for the client. 
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• The testers navigated to the Agency\CQM Reporting menu in WITS 

• The testers entered parameters to run the eCQM report “Documentation of Current Medications in the Medical 

Record CMS68v8” 
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• The testers ran the report and saved it to file in their own directory. 
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• They also opened the report to view the QRDA XML. 
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MEASURE 3 (B)(1) 

• Testers navigated back to the Encounter screen for each client and chose the encounter that represented 

Individual Counseling. 

 

• On the second screen of the Encounter, the tester entered a note for the encounter in the Unsigned Notes field 

then transferred it to the Signed Notes field. This allows the user to send a DIRECT Message to another provider 

for either a CCDS Summary file or CCDA Referral Notes file. 
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• The tester then created a DIRECT Message for an Encounter Summary CCDA. The testers chose a consent on file 

that allows the tester to send the file.  This consent was attached to the message. 
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• The testers confirmed that the message was sent in their DIRECT Message Sent folder. 
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MEASURE 4 (G)(7, 8, 9) 

Public API Documentation 

At the landing page for the public WITS site https://standard-onc-2022.witsweb.org/Public/, the tester clicked on the link 

for API Documentation. 

 

The page that displayed is the API documentation for using the following APIs to obtain: 

• An authorization token 

• The Patient Selection request (g)(7) 

• Data Category Request (g)(8), and 

• All Data Request (g)(9) 
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User Authentication Request 

The tester logged into Postman.com and logged into the website: 

 

Using the public API documentation mentioned above, the tester created a POST call to the User Authentication Request 

API to authorize an existing user (taking in a username and password) to the security server and obtain a security token.  

The parameters used were entered in the Body of the API per the requirements of the Postman application.  Note: the 

security server URL is blurred for security purposes but can be obtained by contacting FEI as this is a public document. 

 

Clicking send resulted in the creation of a token, highlighted here.  The tester copied this token to use for the other API 

calls. 
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Patient Selection Request (g)(7) 

The tester then created a POST API for the Patient selection request using the public documentation.  This API uses the 

public WITS URL https://standard-onc-2022.witsweb.org to return data.  This resource may be used to retrieve a patient, 

taking in the patient's first name; last name; date of birth; gender code; and, last four digits of the social security number. 

If a patient whose credentials match those of the input data is found, the patient's unique client number (which will act 

as the patient's token), first name, last name, middle name, and encounter list will be returned.  

Note: each encounter contained within the list of patient encounters will contain the encounter's start date, end date (if 

available), location name, and identifier.   

In the header section, the tester pasted the token from the User Authentication API call into the X-Auth-Token header 

per the requirements for the Postman application: 

 

https://standard-onc-2022.witsweb.org/


 

      Page 25  

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046 

tel: (443) 270-5100 fax: (410) 715-6538 | www.FEIsystems.com  

In the body of the API, accessed by a link next to the Headers, the tester entered the client’s birthdate, first and last 

names, gender code, and the last 4 digit’s of their SSN.  This information is required to return the list of encounters for 

that client. 

 

The API was able to return the client’s list of encounters and Unique Client Identifier (UCN) successfully. 
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Data Category Request (g)(8) 

The Data Category Request API returns in JSON format with each CCDA section as a JSON array of data elements for a 

given category: 

• SmokingStatus,  

• Problems,  

• EncounterDiagnosis,  

• Medications,  

• Allergies,  

• LabTests,  

• LabResults,  

• VitalSigns,  

• Procedures,  

• CareTeamMembers,  

• Immunizations,  

• ImplantableDevices,  

• Assessments,  

• Plan,Goals,  

• HealthConcerns,  

• Referral,  

• FunctionalStatus, and 

• CognitiveStatus 

If no data is returned for a specific category then the section will be set as "No data exists for this requested data set." 

The tester created a GET call according to Postman.com requirements and the API documentation.  In the X-Auth-Token 

field in the Header, the tester pasted the user token gotten from the User Authentication Request API call. 

 

The user entered the client’s UCN, Encounter ID, and Section Code in the Parameter section of the API as defined in the 

public API documentation.  The tester obtained the values of the parameters from the results of the Patient Selection 

Request API. 
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The API returned the section data for the client defined in the parameters as shown below. 

 

 

All Data Request (g)(9) 

This API may be used to retrieve all data elements from the clinical data set for a patient, taking in the patient token 

(unique client number) and an encounter identifier.  The user’s token is also required.   If the clinical data set 

corresponding to the input information is found, then the XML payload representing the contents of the patient's CCDA 

data will be returned.  
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The tester created a GET API request according to what Postman.com requires and the public API documentation. In the 

Header section, the tester pasted the user token from the User Authentication Request into the X-Auth-Token Header.  

The tester then pasted the clients UCN and one of the Encounter IDs gotten from the results of the Patient Selection 

Request API into the URL of the GET request. 

 

 

The All Data Request API call generated a full “Summarization of episode note” CCDA for the client as shown below. 
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MEASURES 5 - 7 (B)(6) 

• The testers navigated to the main CCDA menu to schedule CCDA exports according to (b)(6) criteria. 

   

• In the Data Export Schedule Search screen, the testers chose the Create New Data Export Schedule link to access 

the CCDA Export scheduler 
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• The testers scheduled CCDA exports in: 

a. Real-time 

b. One time in the future.  Note: For testing, the testers scheduled the CCDA job to run 2 minutes in the 

future. 

c. On a recurring basis. Note: Similar to the one-time export, the testers scheduled the CCDA recurring job 

to run 2 minutes into the future, but on a daily basis. 
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      Page 32  

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046 

tel: (443) 270-5100 fax: (410) 715-6538 | www.FEIsystems.com  
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• All of the jobs that the testers scheduled were reflected in the CCD Export list 
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• For each job, the testers opened the export job record to save the zip file of CCDA xml Files to another directory 

on the tester’s computer. They verified each CCDA file by opening it a web browser. 
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Attestation  
The Real World Testing activities and results are complete and documented herein for the 2022 test year, which included 

the applicable measures that address all certification criteria listed. All information in this results document is up-to-date 

and fully addresses the health IT developer’s Real World Testing requirements as determined by the 2022 Real World 

Test plan.  Any deviations from the 2022 Real World Test plan have been addressed in the Justifications section. 

 

Authorized Representative Name: Nik Garifalos 

Authorized Representative Email: Nik.Garifalos@feisystems.com  

Authorized Representative Phone: (443) 270 - 5143 

Authorized Representative Signature:  

Date: 1/31/2023  

Nik Garifalos 

  

  
  


