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Real World Test Results
For Criteria

§170.315 (b)(1), §170.315 (b)(6), §170.315 (c)(1),
§170.315 (g)(7), §170.315 (g)(8), and §170.315 (g)(9)

General Information

Plan Report ID Number: 2022RWTResults_Verl1.0

Developer Name: FEI Systems

Product Name(s): Web Infrastructure for Treatment Services (WITS)
Version Number(s): 22

Certified Health IT: 15.04.04.1479.WITS.22.02.1.220628

Product List (CHPL) ID(s): 15.04.04.1479.WITS.22.02.1.220628

Developer Real World Testing Page URL: https://www.feisystems.com/certifications/

Real World Testing Approach

The Certified Health IT product, WITS, is sold by FEI Systems as an ambulatory care Electronic Health Record (EHR)
software application. WITS customers specialize in providing substance abuse and mental health services to the Medicaid

population. The applicable 2015 Edition criteria that we included in our 2022 Real World Testing are:

TABLE 1
§170.315 (b)(1) §170.315 (b)(6)
§170.315 (c)(1) §170.315 (g)(7)
§170.315 (g)(8) §170.315 (g)(9)

In the real world, the modules tested provide one seamless approach to fulfil clinical and administrative documentation
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requirements and incorporate the features and functions of all of the criteria mentioned in Table 1. The results in this

document demonstrate how these combined certified criteria perform in the production environment.

METHODOLOGY
Testing environments:

e Public-facing production-like instance of ONC certified WITS version 22.10. Clients in this environment have
realistic client data based on elements of current clients.

e  Public API testing tool Postman.com.
Testers:

o La’'Tray Jeffers, Tennessee Department of Mental Health and Substance Abuse Services
e Ken Horvath, Tennessee Department of Mental Health and Substance Abuse Services

e Kevin Sutter, FEI Systems (External API testing for (g)(7,8,9))
Testing Dates: 1/26 — 1/27, 2023
Proctoring:

e Teams meeting to observe provider testing activities of certified criteria through WITS unassisted.

JUSTIFICATION FOR METHODOLOGY

WITS became 2015 Edition ONC certified in 2019 at the request of one of our WITS customers, the Tennessee
Department of Mental Health and Substance Abuse Services (TN). Since deploying it in that year to our customer, TN
confirmed that they have not used the ONC data collection screens and interoperability capabilities (CCDA-related) to
conduct business. Therefore, there is no production data that can be used as a representation of ONC client data
collection or interoperability for Real World Testing. For this reason, we have simulated near-production client data in
our public-facing Real World Testing environment. This means that we have created client records for Real World Testing
that have elements of real client data. They cannot be tied back to any existing private health information (PHI) or

personally identifiable information (PII).
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Because of staff turnover on the WITS team, we implemented our 2022 Real World Testing program late in Q4. The

limited resources of the WITS team and our customers meant we could only test for two days.

To test the publicly available APIs that satisfy the (g)(7, 8, 9) criteria, a WITS team member used a 3" party API tool called
Postman.com, which a client can run on their home computer or other internet-enabled device. After some discussion, it
was agreed that there was no good candidate external to FEI with the necessary technical skills that was available at no
cost to test the criteria using the tool. Therefore, one of our staff tested the APIs to satisfy the testing criteria. The

testing process is described in the section for Measure 4.

None of our customers, including TN, have a MIPS reporting requirement. Because of this, we have not updated the
Documentation of Current Medications in the Medical Record QRDA report (CMS68) XML from version 8 to the current

version because our customers have no need for it.

Version 22 of WITS continued to support the 2015 Edition criteria on the WITS CHPL listing for the 2022 calendar year as
this document will show even though TN was not using it. The ONC modules in WITS are currently not enabled for our
other customers. We anticipate that more of them will want to use the ONC functions because of the 2015 Cures Act

updates to our product.

Measures Used In Testing

DESCRIPTION OF MEASUREMENT /METRIC

The Measure/Metrics and the Descriptions listed below apply to the simultaneous and seamless use of the functionality
of the applicable certified measures mentioned in Table 1. FEI identified the following metrics and descriptions in the

2022 Real World Test plan.
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Measurement/Metric Description

Measure 1: Clinician logs into WITS
and receives a C-CDA from a
referring provider via Direct Protocol
with no Tech Support and no errors.
C-CDA has demographic information
adjusted so PHI is not visible.
Successful receipt of C-CDA is
achieved and observed.

Clinician begins a new patient encounter in the WITS certified software
with a patient referred by another clinician. With a Direct Address and
unique Updox credentials the clinician is able to have a seamless login
and secure receipt of C-CDA from the referring clinician using the Direct
Protocol. The Common Clinical Data Set standard will be demonstrated
in these transactions through screenshots collected. Log files are also
captured. These will all show the successful receipt of the C-CDA with all
fields completed and arranged per provider preference. This will meet

§ 170.315(b)(1) (Receive).

Measure 2: Documentation of
Medications (CQM68) is done
without assistance. No errors are
expected.

The clinician easily completes Documentation of Medications (CQM68)
within appropriate location in the WITS software to meet 170.315(c)(1)
by completing the appropriate fields as they document the patient’s
medications on the date of the encounter in WITS software. It will be
later reflected in the numerator and denominator of this MIPS CQM
measure and the generation of a QRDA file format.

Measure 3: Updated C-CDA is sent
back to referring partner. Successful
sending of CCDA is achieved and
observed.

Clinician sends updated C-CDA with minimal delay back to referring
clinician via Direct Protocol. Updated C-CDA is also sent to the patient
portal. Confirmation of sent C-CDA is captured along with log files. This
will meet § 170.315(b)(1) (Send).

Measure 4: The patient will have the
ability to access (by authentication)
either partial or full encounter
summaries by way of an API call
from a 3™-party application running
on a patient-owned device to the
API of the EHR.

This same patient will be enabled to present their authenticated
credentials to use a 3™-party application running on a patient-owned
device to access either partial encounter summary data or a full
encounter summary. They will have the ability to view and or transmit
their information as they see fit. This will meet § 170.315 (g)(7,8,9).

Measure 5: A selected practice staff
member is observed successfully
exporting bulk patient data files on
demand.

Authorized office practice staff member will perform an export of data
from the production server in real-time (on demand) with a specific
start & end date immediately. This will be done without delay and sent
to a specific file location decided by the staff member. This will be
accomplished efficiently and with no error and the file will be inspected
when received to ensure it is the file requested. Real world data will be
used but demographic information will be changed to protect patient
health information. This measure allows the capture of report data
selected by and on demand without assistance from development staff.
The ability to independently create reports is vital to office practices and
integral to a certified EHR. FEI Systems staff will verify the reports have
been created successfully with requested data and sent to a specific file
location through screenshots.

Measure 6: a selected practice staff
member is successfully exporting a
file at a single delayed time - with a
specific start and end date in the
future.

An authorized office staff member will perform a data export data in the
future - 5 minutes from current time - from the production server with a
scheduled specific start & end date -such as November 1 - November 2,
2021.This will be accomplished efficiently and with no error and the file
will be inspected when received to ensure it is the file requested. This
measure allows the staff member to select a time in the future without
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assistance from development staff. The ability to independently create
reports is vital to office practices and integral to a certified EHR. FEI

Systems staff will verify the reports have been created successfully and
sent to a specific file location with requested data through screenshots.

Measure 7: A selected practice staff
member sets an export for a delayed
future time during hours after the
practice is closed and is able to run
successfully. This scheduled event
will repeat as scheduled.

An authorized staff member sets up a specific data export to run after
the practice is closed. This measure allows the capture of report data
selected by and on demand without assistance from development staff.
The ability to independently create reports is vital to office practices and
integral to a certified EHR. FEI Systems staff will verify the reports have
been created successfully with requested data and sent to a specific file
location with screenshots that capture the activity. At the finish of
Measure 7 § 170.315(b)(6) Data export will be satisfied.

Page 7

ASSOCIATED CERTIFICATION CRITERIA

Measurement/Metric Associated Certification Criteria

Measure 1 § 170.315(b)(1) Transitions of care - Receive
Measure 2 § 170.315(c)(1) CQM — Record and Export
Measure 3 § 170.315(b)(1) Transitions of care - Send
Measure 4 § 170.315 (g)(7, 8, 9) API

Measures 5 - 7 § 170.315(b)(6) Data export

Test Results

SUMMARY OF FINDINGS

The below summary of findings is supported by the detailed screenshots of tasks as shown in the sections on measures.

Measure 1:
§ 170.315(b)(1) °
(Receive)

External testers successfully:
Opened a secure DIRECT message from a provider in another WITS agency
that included a copy of the referral and CCDA of a client.
External users unsuccessfully:

Processed the CCDA received in the DIRECT message and linked it to the
client record to view the CCDA in human readable format.
Resolution:

We corrected a software conflict that prevented the user processing the
CCDA in WITS internally for the provider agency the users tested in.
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However, testing in the home agency allowed the user to process a client
CCDA file from the DIRECT message as intended.

The WITS team was able to fix the issue. It did not impact users in the
production environment as TN is not using the functionality or receiving
CCDA files.

Post-resolution, a test user successfully processed the CCDA received in the DIRECT
message and linked it to the client record to view the CCDA in human readable

format.

Measure 2:
170.315(c)(1)

The testers successfully:

Opened client records and reviewed client’s medications history of Client
Profile\Medication History.

Navigated to Activity List\Encounters screen.

Opened client encounter for Individual Counseling and checked the indicator
for Medication(s) Documented.

Navigated to menu Agency\CQM Reporting in the main WITS menu.

Entered parameters and generated the XML QRDA Report.

Saved XML report to another directory on their computers.

Measure 3: §
170.315(b)(1) (Send)

The testers successfully:

Navigated to Activity List\Encounters screen.

Opened client encounter for Individual Counseling

Entered a signed note.

Created a DIRECT message from the encounter to send the Encounter
Summary CCDA and consent form to a provider in another agency.
Navigated to DIRECT Message inbox on the WITS main menu and verified in
the Sent box that the message was sent to the provider in another agency.

Measure 4: § 170.315
(8)(7), (8)(8), (8)(9)

Using 3" party software Postman.com and the public API documentation, the tester
successfully retrieved:

A user token to run (g)(7,8,9) APIs.

The list of encounters and Unique Client Number for a specified client (g)(7).
The list of data elements for a specific category of Common Core Data (g)(8).
A full Summarization of Episode Note for the specified client (g)(9).

Measure 5: § 170.315
(b)(6) — Real time export

The testers successfully:

Navigated to CCDA\Data Exports screen.

Created a new data export schedule to generate CCDA files for all patients in
the chosen facility as a real-time schedule.

Saved the generated zip file of CCDA XML files to another folder on the user
computer.

Measure 6: § 170.315
(b)(6) — One-time future-
dated export

The testers successfully:

Navigated to CCDA\Data Exports screen.

Created a new data export schedule to generate CCDA files for all patients in
the chosen facility for a specific date and time in the future.

Saved the generated zip file of CCDA XML files to another folder on the user
computer.

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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Measure 7: § 170.315 The testers successfully:

(b)(6) — Recurring export e Navigated to CCDA\Data Exports screen
e Created a new data export schedule to generate CCDA files for all patients in

the chosen facility for a recurring export with a specific time in the future.
Saved the generated zip file of CCDA XML files to another folder on the user

computer.

MEASURE 1 (B)(1)

e From the Home page, testers chose menu DIRECT Inbox from the left-hand menu. Each tester had a dedicated

DIRECT Message email address and inbox prepared.

{2

Home Page

&

DIRECT Inbox

Agency

[o]s]
[ .

Group List

4
Clinical
Dashboard

In the Inbox view, each tester opened the email from provider Pramathi by double-clicking it. The email showed

[}
in the right-hand email pane. It contained the CCDA (EHR) file for a client that was referred to House of Hope

Agency via a consent document.
o Tester 1: client Thomas Guler, client ID - Q683395YK682544

o Tester 2: client Sharon Timmons, client ID - J893492MX031544

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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[ O STANDARD WITS x = — (il X
< C (%]  https;//standard-onc-2022.witsweb.org/#l/diract-inbox/bdd6761-5d39-4c8a-98c8-3f9300bacb07 Ad {5 e b = 3

Q

= Inbox 0 ¢ : : : - From: , , - +
DIRECT Inbox email:pramathitest@adminagency.di.. §§ 1 email:pramathi.test@adminagency.direct.updoxqga.con

. CCDA file for T. [EEL 01/26/2023 0235 PM
Archive 0 CCDA file for T. Guler g
email:oncuser]@houseofhopeagency.. g @ o]

S t To: email-oncuser @houseofhopeagency updox witsweb.ory
en
Test email to validate receipt of messages 0172572023 1022 88 Process Attached CCDA 3 PM

Trash ﬁz i |

% Attachments ~

e

Dear La'Tray,

Please find the CCDA file attached for Thomas
Guler from our agency. He received services
on 10/2/22.

If you have any questions, please let me know.

Pramathi

o The testers clicked the gears icon to process the CCDA file in WITS and link it to the client’s record.
e The testers navigated back to the client record to view the consumed CCDA file through menu Linked CCDA.

Client Allergies

Inpatient Unit Document Sto
Mgmt
Medication Hi...

Client List Linked Consents

Mon-Episode Con...

Linked CCDA

e Issue. The testers were not able to complete the test to process the Linked CCDA. WITS did not process the
CCDA files received from the DIRECT messages for either tester.

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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STANDARD WITS : LalTray Jeffers
c 22100 Snapshot - LJ House of Hope, LLC, HOH - Nashville
GULER, Thomas 33 © 704EDWARDSDR
KNOXVILLE, Tennessee 37920
Q683395YK682544
2/4/1989
LT L ez DoB PREFERRED METHOD OF CONTACT
Linked CCDA Search
Home Page
Search Advanced Search
DIRECT Inbox
Agency
54
Clinical Showing 1-0 of 0 4 E] » Select Columns| Il ~ Select View| B | 2 #> Export
m Received Date FName LName 0B
Client List
Tof
CCDA

o Resolution. The WITS team found that the system was not matching the client’s CCDA file to the House of Hope
agency client record when processed through DIRECT message if the client existed in another WITS agency. After
correction, the user was able to process the CCDA and link it to the client’s account as shown in the following
bullets and screenshots.

e Forclient “Sharon Timmons”, the user returned to the DIRECT Message Inbox and opened the message for S.

Timmons.
& C @ (8 https;//standard-onc-2022 witsweb.org/#!/direct-inbox/3f958ead-64d0-4757-8cf7-af9300c2d5¢c8 A s B3| ¥ §
ADO NOT use any real client data. This is NOT a live production site
. Ken Horvath
c §TANDARD wiTs Snapshot ¥ KH  1iouse of Hope, LG, HoH - Nashville
@ = Inbox < Refresh || B4 Create Mail
Home Page
54| Inbox 0 N ) From: email:pramathi.test@adminagency.direct.updoxqa.com 01/27/2023 03:17 PM
DIRECT Inbox email:pramathi.test@adminagency.directupdo.. § @ —
Archive 0 el T sy CCDA file for S. Timmons "03 i)
h‘. To: email witsweb.org.direct. upe m % Attachments ~
gene email:oncuser2@houseofhopeagency.updox.wi.. §g
Agency Sent | 2@h: fh d =
4 st emailfor oncuser? - confirm account can receive emails oz 284 " : : )
2 Testemalt f - : Please find this CCDA file attached for this client
ekl Trash
Thanks,
Client List .
Pramathi

System
Administration

This message contains privileged and confidential information. If you are not the intended
recipient of this email, please disregard the enclosed message and delefe it without divulging
or disclosing its contents.

e After clicking the gear icon and processing the CCDA file, the user opened the client’s record in the Linked CCDA
Search screen and verified that a linked CCDA record was created.
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&< C M@ [ httpsy//standard-onc-2022.witsweb.org/#!/linked-cc

A\ DO NOT use any real client data. This is NOT a live preductien site

STANDARD WITS oot 1K KenHonath

House of Hope, LLC, HOH - Nashville

TIMMONS, Sharon 52 P
3205 RIVER MAPLE WAY

J8934S2MX031544 A — KNOXVILLE, Tennessee 37914
UNIQUE CLIENT ID DOB SEX PREFERRED METHOD OF CONTACT

Linked CCDA Search

Home Page

Search Advanced Search
DIRECT Inbox

54
Showing 1-1 071 4 E] » Select Columns| Il ~ Select view | BB /> Export
Received Date FName v LName DOB v

Client List )
01/31/2023 Sharon Timmons 04/05/1970 Validate CCDA :IE
4 [I] » d View
&
o The user clicked the View button to open the CCDA file in a new tab that was human-readable.
G m lﬁ https://standard-onc-2022.witsweb.org)/: ViedicalRecordsModule/CCDA/ContentDisplay/45f33e62- 1abd-4fdf-9644-af9b00f92bd7/GetCCDAContent?XAuthToken=ey)hbGeiOiSUzl 1NilsimtpZCIBIKFEMEYwQTY4RDMw...

Sharon Timmons

APT 104, 3205 RIVER MAPLE WAY
KNOXVILLE, TN 37914, US
(Primary Home): tel:(865) 483-5508

April 5, 1970 ES Femele

Race: White (2106-3) _ Ethnicity: Not Hispanic or Latino (2186-5)

vt Con) ]

Primary Home: _ 16893492MX031544 789B1EF0-4E0C-455B-BFES-6645AEBC0957

January 27, 2023, 20:17:14

Pramathi Katanguri of Administrative Production Agency

123 test rd
test, Maryland 21478, US
(Work Place): tel:(202) 456-6655

Tim Carroll of Administrative Production Agency

123 test rd
test, Maryland 21478, US
(Work Place): tel:(202) 456-6655

Administrative Production Agency

Work Place:

123 test rd

test, Maryland 21478, US

(Work Place): tel:(202) 456-6655
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MEASURE 2 (C)(1)

e Testers navigated to the Medication History menu under Client Profile to open the Medication History screen
and reviewed the listed medications for each client.

Page 13

@ Client List
€
Home Page )
v Client Profile
H
Alternate Names
DIRECT Inbox
Additional Information :”
Contact Info
n
Collateral Contacts P
Other Numbers
History p
Client Group Enrollment
o
Authorization |
Employment
Client Allergies 1l
Inpatient Uri Document Storage Usage
Mgmit I
Medication Hlsto@j 1
Client List Linked Consents ¥
)
STANDARD WITS : LaTray Jeffers
c 22100 Snapshot LJ' House of Hope, LLG, HOH - Nashville
VENNER, Derrick 52 © 34Hope Stect
. 2B
Q7834971631544 S Knoxville, Tennessee 37901
e cEND DOB PREFERRED METHOD OF CONTACT
Medication History Search
Home Page
Add/Edit Medication Histon Sync Medication Histor
Search Advanced Search Y v v
DIRECT Inbox
o (=]
e N
R4
showing 12072 4 E] » Select Columns | Il + Select view| B | =
Date Drug Name sig # Refills Physician Med Status RNorm FDB Drug Id
Client List
08/14/2012 esomeprazole magnesium 40 mg capsuledelayed release Take 1 capsule by mouth Select Frequency 0 Ken Horvath Current 606731 241473
) 02/04/2016 Zoloft 100 mg tablet Take 1 tablet by mouth Select Frequency 0 Ken Horvath Current 208149 280835
«@»
- J

e Testers navigated to the Encounters screen for each client to document that they reviewed medication.
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4@ Client List

Home Page
Sl Ciicnt Profile
E Linked Consents
DIRECT Inbox
Non-Episode Con... > Lab
Linked CCDA i X
Client List » Assessments
Client Medications
> ASAM
> Activity List
> Admission

Episode List
Problem List

> Qutcome Mea..
Program Enroll

Diagnosis List

Inpatient Unit

Mgmt Visit Informati...

Support Ticket
~ Encounters
Client List

o Testers opened the Encounter for each client with the service “Individual Counseling”.

G STANDARD WITS Generate Report ¥ Snapshot : LJ LaTray Jeffers

House of Hope, LLC, HOH - Nashville

VENNER, Derrick 52 © 34 Hope Street
Apt. 2B

Q7834971631544 1 3/401970 Knoxville, Tennessee 37901
DOB B

UNIQUECLIENTID  CASE # PREFERRED METHOD OF CONTACT

@ Client List E t
ncoun
tomr ér AR LIRS,
> Client Profile
A\ Hide Context Information
Linked Consents
DIRECT Inbox
Non-Episode Con ENCID
3547
Linked CCDA
Agency Created By Created Date Updated By Updated Date
Client Medications Katanguri, Pramathi 1/20/2023 5:42 PM Jeffers, LaTray 1/27/2023 3:02 PM
CDS Interventions
© Activity List Note Type Billable
Progress Notes - @ Yes O No
Client List Intake
Program Name
> Lab/Radiology ;
m HOH - Nashville/Outpatient Substance Abuse : 10/30/2022 - -
7 TxTeam
Service
> Screening Individual Counseling v
> Lab
> Assessments
Start Date End Date start Time End Time
> ASAM 10/30/2022 [ (3] 5:35 PM 6:35 PM
> Admission
Problem List
> Qutcome Mea.. Duration # of Service Units / Sessions
Program Enroll 60 Min h 1

e Testers clicked the Yes indicator for the field Medication(s) Documented. This indicator represents that the
provider reviewed the list of current medications for the client.

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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0 | @ Encounter x |+ — a %
< @&} %) https://standard-onc-2022.witsweb.org/#!/ccda-setup/bdd6f761-5d39-4cBa-98c8-3f9300baeb07 A 18 e 3 &= 3
VENNER, Derrick UCN Q7834972631544 CASE# 1 52 Male x qQ
Problem List +
> Outcome Mea Duration # of Service Units / Sessions 0
i 1
Program Enroll 60 Min v
&
Diagnosis List
+
~ Encounters Service Location Emergency
Profile Office - O Yes O No
Encounter Pregnant Medication(s) Documented Medication(s) Not Documented Reason
o) N Yes No
Services @ O
Immunization
Implants Diagnoses for this Service
Functional Sta.. Primary
F10.20 - Alcohol use disorder, Severe -
> Notes
Secondary
> Treatment
b4
> Continuing Care
Tertiary
> Discharge - a
Consent &

e The testers navigated to the Agency\CQM Reporting menu in WITS
o The testers entered parameters to run the eCQM report “Documentation of Current Medications in the Medical
Record CMS68v8”

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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Wy @ !
\m\ 1]
m

D " FEI Systems
Page 16
T () STANDARD WITS x IE= - u] %
<« O o] https://standard-onc-2022.witsweb.org/#!/cgm-reporting-workspace/2146 AN T,ra ® {3 ‘ff z
ADO NOT use any real client data. This is NOT a live production site. Q,
STANDARD WITS : LaTray Jeffers +
22100 Snapshet * LJ House of Hope, LLC, HOH - Nashville
0
Clinical Quality Measure Reportin .
y porting sEdt | S 8 6
+

v Clinical Quality Measure

Resceiing ~ Clinical Quality Measure Reporting

Agency
House of Hope, LLC

Staff
Jeffers, La'Tray

Reporting Period from
01/01/2023

Reporting Period to
12/31/2023

eCOM(s)

Export All Clients

[ | @ STANDARD WITS x |+ - fu X

< O o] https://standard-onc-2022.witsweb.org/#!/cgm-reporting-workspace/2146 Ay ﬂ‘; ® {3 Y:\E i :

Agency | Downloads o e s Q

House of Hope, LLC I

1 = QRDAISutter, Kevinzip I
Staff ! Open file +
Sutter, Kevin - CCDA_aDdf6f2-23ab-4c05-a070-5f970103846e.zip I a

1 ! Open file ]
Reporting Period fram E

- CCDA_6934ecea-2662-488¢-bd38-af9700ff9665 2
9,1‘1/2022 B i ;;E_‘:E: 2Ced O C-al obb.zIp

+

Reporting Period to e stamdard-one ot -orgeimt
12/31/2022 )

eCOMis)

] B A==
4 o Removed

Documenta

CMS68vE

No matches found

Export All Clients

Export QRDA Category |

e The testers ran the report and saved it to file in their own directory.

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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= Extract QRDAI Sutter, Kevin

- m} s
Home Share View Compressed Folder Tools a o
Z5| Documents ==/ Pictures TH-WITS User Agreement ﬂ
[alu]
VOC FY23 Data Davidson Co Misdemenor Reports Desktop files oo
31 Recovery Court SSRS Reports December 2022 12th December 2022 Maonthly Reports Ex:rHact
Extract To
+ Q » ThisPC » Downloads » QRDAI _Sutter, Kevin v O 2 Search QRDAI Sut...
~
‘ Downloads * N Name Type Compressed size Password ...  Size
Decuments * |} ORDA_ffae250a-5f1a-4c57-beb9-87290d51b2f5_Michelle_Gather CMSEEVE XML Document 3KB No
[&] Pictures * D ‘ORDA_563b0c95-9c0a-47e3-acf7-a893ba51fe05_Leroy_Brown_CMSEEvE XML Document 3KB No
Davidson Co Misdemenor Reports D QRDA_chaa2f47-dfel-4c00-a2ef-7a7963cf13de_Derrick_Venner_CMS568v2 XML Document 3KB No
Desktop files || ORDA_ff1ddffc-329c-4295-adc3- 57401 cfaal3_Tin_Tran_CMSE8vE XML Document 3KB No

TN-WITS User Agreement
VOC FY23 Data

@ OneDrive - Tennessee

[ This PC
_J 3D Objects
[ Desktop

- Downloads
J! Music
&= Pictures

B Vvideos

s

Windows (C:)

= Shared (\\ag03sdewf00527.net.ads.state.tn.us\C|_CO_Data) (H:)
= Share (\\ag03sdcwf00527\Cl_LMHI_Data\ci10) (N:)

=g Deptprod (\\ag03sdowf00327\.CI_CO_Data) (P:)

4 items

e They also opened the report to view the QRDA XML.

(im] | @ STANDARD WITS X | [ OQRDA_c6aa2647-dfel-4c00-a2e X | - = X
@] (D) File | CyUsers/ci01504/AppData/Local/Temp,/Temp1_QRDAI_Sutter,%20Kevin.zip/QRDA_c6aa2647-dfe1-4c00-a2ef-7a7963cf13de_Derric..  AY  7g [ o= e -
This XML file does not appear to have any style information associated with it. The document tree is shown below. .

v<Clinicalbocument xmlns="urn:hl7-org:v3" xmlns:sdtc="urn:hl7-org:sdtc” xmlns:xsi="http://wiw.w3.org/2001/XML5chema-instance” xmlns:voc="urn:hl7-org:v3/voc">
<realmCode code="US"/>

<typeld root="2.16.840.1.113882.1.3" extension="POCD_HD@@@@4e" />
<templateld roo 2.16.849.1.113883.10.20.22.1.1" extension="2015-@3-@1"/> a
<templateId roo 2.16.540.1.113883.10.20.24.1.1" extension="2017-83-01"/>

<templateld roo 2.16.840.1.113883.10.20.24.1.2" extension="2017-@8-01"/>
<templateld root="2.16.842.1.113883.10.20.24.1.3" extension="20815-02-01"/>
<id root="4a8ea%6c-b31b-4276-9464-2c1255d9=dfc" />
<code code="55182-@8" codeSystem="2.16.840.1.113883.6.1" codeSystemName="LOINC" displayMame=
<title>QRDA Incidence Report</title> +
<effectiveTime value="20230127218402"/>
<confidentialityCode code="N" codeSystem="2.16.840.1.113883.5.25"/>
<languageCode code="eng"/>
v<recordTargst>

Quality Measure Report"/>

¥<patientRole>
<id root="Standard™ extension="Q783457I1Z631544"/>
¥ <addr>

<streetAddressline>34 Hope Street, Apt. 2B</streestAddressline>
<cityrkmoxville</city>
<state>TN¢/stater
<postalCode>37901</postalCode>
<country>US</country>
</addr>
<telecom value="(865) 412-4128"/>
v<patient>
¥ <name>
<givensDerrick</givens
<family>Venner</family>
</name>
<administrativeGenderCode codeSystem="2.16.848.1.113883.5.1" codeSystemName="HL7 AdministrativeGender"” code="M"/>
<birthTime value="19708304"/>
<raceCode codeSystemName="CDC Race and Ethnicity" codeSystem="2.16.840.1.113883.6.238" code="2186-3" displayName="White"/>
<ethnicGroupCode codeSystemName="CDC Race and Ethnicity"” codeSystem="2.16.848.1.113883.6.238" code="2186-5" displayMame="Not Hispanic or Latino"/>
¥ <languageCommunication>
<templateId root="2.16.84@.1.113883.3.88.11.83.2"

igningAuthorityName="HITSP/C83"/>
<templateld root="1.3.6.1.4.1.19376.1.5.3.1.2.1" &

igningAuthorityName="IHE/PCC"/>

as

<languageCode code="en"/> 1]
</languageCommunication>
</patient> 553
</patientRole> -
AT =

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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‘\\lm... ) gt

Yy '
"-f\r" FEI System

MEASURE 3 (B)(1)

Individual Counseling.

Page 18

Testers navigated back to the Encounter screen for each client and chose the encounter that represented

c STANDARD WITS

VENNER, Derrick 52

Q78349717631544 1
UNIQUECLIENTID  CASE#

Client List
Home Page
1€ e » Client Profile
Linked Consents
DIRECT Inbox

Non-Episode Con...

Linked CCDA

Agency
Client Medications
54

Clinical GDS Interventions

© Activity List Note Type Bilable
EI Progress Notes hd @ Yes O No
Client List Intake
Program Name
» Lab/Radiology
m HOH - Nashville/Outpatient Substance Abuse : 10/30/2022 - A 4
CCDA Tx Team
Service
> Screening Individual Counseling -
> Lab
> Assessments
Start Date End Date Start Time End Time
> ASAM 10/30/2022 [ o) 5:35 PM 6:35 PM
> Admission
Problem List
> Outcome Mea Duration # of Service Units / Sessions
Program Enroll 60 Min v 1

37411970 Male
DOB SEX

Encounter

A Hide Context Information

ENCID
3547

Created By Created Date
Katanguri, Pramathi 1/20/2023 5:42 PM

@ 34 Hope Street
28
Knoxville, Tennessez 37901
PREFERRED METHOD OF CONTACT

Updated By
Jeffers, LaTray

Updated Date
1/27/2023 3:02 PM

. La'Tray Jeffers
v H
Generate Report Snapshot - LJ House of Hope, LLC, HOH - Nashville

Ry e

for either a CCDS Summary file or CCDA Referral Notes file.

On the second screen of the Encounter, the tester entered a note for the encounter in the Unsigned Notes field
then transferred it to the Signed Notes field. This allows the user to send a DIRECT Message to another provider

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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) | @ Encounter Nates x  + — u] x
& @] (3]  https://standard-onc-2022 witsweb.org/#!/ccda-setup/bdd6f761-5d39-4c8a-98c8-af9300baeb07 A» 18 ® o = 3
VENNER, Derrick UCN Q7834972631544 CASE# 1 52 X Q
> Treatment +
> Continuing Care Allow Disclosure |
O Yes @ No Add Note Sign Note
> Discharge &
Consent Signed Notes
Signed by Jeffers, La'Tray, 1/27/2023 3:02:07 PM: +
Referrals Verified that client received services medication review.
Payments
Episode List
< Back Next > m Save and Finish x Cancel
1]

e The tester then created a DIRECT Message for an Encounter Summary CCDA. The testers chose a consent on file
that allows the tester to send the file. This consent was attached to the message.

im} @ Encounter x |4+ - o X
< C 3]  https://standard-onc-2022.witsweb.org/#!/ccda-setup/bdd6761-5d39-4c8a-98¢8-af9300baeb07 A e " a3 = 3

ADG NOT use any real client data. This is NOT a live production site Q
STANDARD WITS : LaTray Jeffers +
o 22100 Generate Report 2 Snanshot - LJ House of Hope, LLC, HOH - Nashville

- u' Send Cl

VENNER, Derrick 52 Encounter Summary
CCDA (o

Q78349712631544 1 3/4/1970 Male

UNIQUECLIENTID  CASE # DOB SEX N o Retenal +

Summary CCDA

Client List

16

Home Page

8

DIRECT Inbox

Encounter M¢ [ Jorz e m

> Client Profile

# Hide Context Information
Linked Consents

Non-Episode Con... ENCID
3547
Linked CCDA
Agency Created By Created Date Updated By Updated Date
Katanguri, Pramathi 1/20/2023 5:42 PM Jeffers, LaTray 1/27/2023 3:02 PM

Client Medications

=
Clinical CDS Interventions
— ~ Activity List Note Type Billable
@ Progress Notes - @ O
Client List Intake

b dial Program Name
> Lab/Radiclo
o HOH - Nashville/Outpatient Substance Abuse : 10/30/2022 -

Tx Team
Service

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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B | @ Encounter x  + - o X
&« &) 5 htips//standard-onc-2022.witsweb.org/#!/ A 6 @ a3 Y= z

Select Consent

Disclosed To Start Date
@ Administrative Production Agency 11/14/22

O Administrative Production Agency 10/29/22

1 am done

e The testers confirmed that the message was sent in their DIRECT Message Sent folder.

[ | @ STANDARD WITS x = — fu] ®
< O [ https://standard-onc-2022 witsweb.org/#!/direct-inbox/bdd5761-5d39-4c8a-98¢3-af9300baeb07 A {8 ® 03 7= :
- 2o T : ““"" House of Hope, LLC, HOH - Nashville
Q
DV VENNER, Derrick h2 34 Hope Street +
Apt. 2B
Q7834971Z631544 1 3/4/1570 Knoxville, Tennessee 37901
UNIQUE CLIENTID  CASE # DOB PREFERRED METHOD OF CONTACT 9
o
@ = Inbox < Refresh | B4 Create Mail +
Home Page
Inbox 0 — From: . .
DIRECT Inbox | @houseofhopeagency.upd.. 1 oncuser]1@houseofhopeagency.updox.witsweb.org.dire
hi CCDA Eile Eor Referred Client TR,
Archive 0 CCDA File For Referred Client
Agency —
Sent Oncuseﬂ @hoUSeUthpeagenCy.Updm - m To: pramathi.test@adminagency.direct.updoxga.com
]3(_2 Test email to validate receipt of messages 01/25/2023 1022 AW 01/27/2023 02:09 PM
Clinical
Dashboard TraSh ag E m.
E @ Attachments =
Client List
q Test email from me.
CCDA
]
3

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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MEASURE 4 (G)(7, 8,9)

Public API Documentation

At the landing page for the public WITS site https://standard-onc-2022.witsweb.org/Public/, the tester clicked on the link
for APl Documentation.

https://standard-onc-2022.witsweb.org/Public/|

STANDARD WITS

Web Infrastructure for Treatment Services

WARNING

Access to this system is restricted to authorized users only. Violators subject to imprisonment and,/or
fine. Continuing beyond this point certifies your understanding and compliance with all applicable
restrictions and regulations.

QA ‘ Continue ‘

Version 22.10.0 | Powered by WITS

APl Documentation

The page that displayed is the API documentation for using the following APIs to obtain:

e An authorization token

e The Patient Selection request (g)(7)
e Data Category Request (g)(8), and
e All Data Request (g)(9)

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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\i‘l https://standard-onc-2022.witsweb.org/Public/ApiDocumentation.aspx
STANDARD WITS

Web Infrastructure for Treatment Services

STANDARD WITS Version:22.10.0 2015 Edition APl Documentation

User Authentication Request

Resource Descripﬁon
This resource may be used to authenticate an existing user, taking in a username and password. Once the user is authenticated an authentication (JWT) token will be returned.

URL
https:/{SECURITY_SERVER_URL}/issue/simple?realm={wits:CUSTOMER_INSTANCE:ENVIRONMENT_LEVEL}&tokenType=jwt

Headers

Authorization Template:
<scheme>{BASIC}<scheme> <credentials>(BASEG4 ENCODED USERNAME AND PASSWORD}<credentials>

Sample:
Basic YWxhZGRpbjpveGVuc2vzYW1l

Content-Type Template:
<content-type>

Sample:
application/json

URI Parameters

SECURITY_SERVER_URL The customer secruity server web address. = Required

wits:CUSTOMER_INSTANCEENVIRONMENT_LEVEL  Includes the name of the customer's instance in addition to - Required
the environment level.
Valid Environment Levels:
PROD, UAT, TRAIN, QA

Example: wits:Maryland:QA

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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User Authentication Request

The tester logged into Postman.com and logged into the website:

Page 23

v T @) @eE) @e)
B

Environments

User Authentication Request

< C n (3 httpsy//www.postman.com/fei-rut /workspace/20. I-world-testing-g-7-g-8-g-9/overview
Home Workspaces v APl Network v  Explore Q Search Postman
@ 2022 Real World Testing (g)(7... New  Import & Overview + eeo
a + = .
colentons @ 2022 Real World Testing (g)(...
v RWT APIs
o _
) = Definition
APIs Workspace for testing the public APIs for ONC 2015 interoperability in WITS.

AN av B G = & @

6 0@ wme -

No Environment v 3

@ Unwatch 1 2 Workspace Settings @

In this workspace

Requests

Patient Selection Request J Collections (0)
= GET All Data Request Activity C Filter by Elements v  People v & APIs (1)
Mock Servers
GET Data Category Request January 4, 2023 [=] Environments (0)
)
N @ FEI ONC Real World Test User edited the (g)(7), (g)(8), (9)(9) collection. View () Mock Servers (0)
Changelog
o2 2:32 PM Monitors (0)
Flows January 3, 2023 o2 Flows (0)
@ FEI ONC Real World Test User edited the (g)(7), (9)(8), (9)(9) collection. View
D Changelog
History 3:41PM

Using the public API documentation mentioned above, the tester created a POST call to the User Authentication Request
API to authorize an existing user (taking in a username and password) to the security server and obtain a security token.
The parameters used were entered in the Body of the API per the requirements of the Postman application. Note: the
security server URL is blurred for security purposes but can be obtained by contacting FEI as this is a public document.

< C @ () hittps//www.pestman.com/fei-rwt-user/workspace/2022-real-world-testing-g-7-g-8-g-9/2pi/124bf4e2-5893 -40f-bbSc-02e58aa84 251/25032071-2a252464- 1 cce-4750-8756-beadc18434e3 ® AN @ 5 = OO 1= 8
Home Workspaces v APl Network v Explore (Q Search Postman o Q @ Upgrade v
@ 2022 Real World Testing (g)(7... New  Import & Overview User Authentication Re: + oeo No Environment v @
a + = User Authentication Request v oo0 V4 B
Collections
v RWT APIs
& = POST v https:// Send v &
=% Definition A
APIs o
v (9)(7), (9)(8), (9)(9)
Ul 8 g Params Auth Headers (9) Bodye Pre-req. Tests Settings Cookies <>
= User Authentication Request
Fnvironments . x-www-form-urlencoded v
Patient Selection Request
AEEEE KEY VALUE DESCRIPTION oo Bulk Edit
GET ata Request
Mock S .
ok meners GET Data Category Request client_id oncResourceOwner @
client_secret oncSecret
Monitors
username ksutter
oG
Flows password 1
o) scope IdentityServer:UserAccountServices
History grant_type password

Clicking send resulted in the creation of a token, highlighted here. The tester copied this token to use for the other API

calls.

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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KEY VALUE DESCRIPTION sse  Bulk Edit

client_id oncResourceOwner

(< I <

client_secret oncSecret

a

username ksutter
password 1

scope IdentityServer:UserAccountServices

I < <

arant_type password

Body Cookies Headers (8) Test Results @5 Status: 200 OK  Time: 396 ms Size: 1.58 KB Save Response V|

Pretty Raw Preview Visualize JSON v = a] Q

[y
i

2 Yaccess_token": "eylBeXAi0ilKV1QiLCIhbGei0idSUzIANiISIngldCI6InJROEThTkINQnIEVHIMRZ0zdFFmVEdnNXgBUSIsImtpZCIeIn]ROEThTKINGnIEVHIMR2Z0ZzdFFMVEdNNXgEUSIY.
eyJpc3MioidodHRwezovL 3NOYWSKYXIKLXFhLXNEcy53aXRzd2VilmoyZy91ZG6VudGleeSIsImF1ZCI6Imh@dHBZz0i8ve3RhbmRhemQteWEtc3RzLndpdHN3ZWIub3InLB1kZWS@aXR5L311c291¢c
mNlcyIsImVAcCISMTY3NDC3NzMONCwibmImIjoxNjcONzczNzQELCIjbGllbnREawQioiIvbmNSZXNvdXI§ZU93bmyvyIiwic2NveGUioillzevudGlaevNlecnZlejpVe2vyQuNib3vudFNlcnZpyY2
VzIiwic3ViIjoiZDZjZWEAZJELODYZNIOEM]I1LTkxMmQtYjQAMTAXMZE2ZY JRKI1wiYXVOaF9@aWllIjoxNjcONzczNzQOLCIpZHALOLIpZHNydiIsInVnZGFOZWREYXQi0jE2NTE30DEZNjASINR
1bmFudCI6IMRIZMFAbHQILCIwemymZXIyZWREdXN1cmShbWuioilre3vedavyIiwizwlhawwioilrzxzpbiszdXROZXIAZMVpc3lzdGVtcy5ib201iLCI1bWFpbF92ZXIpZml1ZCI6SINRydWUILCI0
dHRwO18vc2NoZWlhcy54bxzb2FwlmOyZy93cy8yMDAILZALL21kZWE5@aXREL2ANS YWl teyQuYW1lIjoia3N1dHR1ciIsImdpdmVuX25hbWU101ILZXZpbiIsImZhbWlseVouYWl1lIjoiu3vadayyT
iwicmVtYWLuX2RheXMiDiIyMTQINDgzN{Q3TiwiviwlyIipbInBhe3N3b3IkI119.
bLOSxePzL0o9xs705YD2aNxosImgLFK-GRR3LEBOKysZdxx6ROTN - yrxsWXuN-EpTo_lebp7xciSSejt_0-gSekDAhBNOBWOUHZ111uPALfDnpdesPKImaoGYh4ItifojL9iaqRltColhP1jGEY Nyl
KC1qWWZ8ghM- fb7wHO6IY7GyyHidx9FTQQB2k6Ea2FkARBaNsxmzM1a7NOkEso4hx608 -BIA01KEBZRZ2JiCUKbxw20e0joXVbS8I97DB0AR1aXBBt6CFFNASLWU9MKh1uhNK2_aPqC71HZ8a03YA
wEzgmvy3zCzbDzGTmZeKdnNAaz2rysoKd4XHG_fCHmUA| | T

"expires_in": 366@,

“token_type": "Bearer"

oL W
Lt

Patient Selection Request (g)(7)

The tester then created a POST API for the Patient selection request using the public documentation. This APl uses the
public WITS URL https://standard-onc-2022.witsweb.org to return data. This resource may be used to retrieve a patient,
taking in the patient's first name; last name; date of birth; gender code; and, last four digits of the social security number.
If a patient whose credentials match those of the input data is found, the patient's unique client number (which will act
as the patient's token), first name, last name, middle name, and encounter list will be returned.

Note: each encounter contained within the list of patient encounters will contain the encounter's start date, end date (if
available), location name, and identifier.

In the header section, the tester pasted the token from the User Authentication API call into the X-Auth-Token header
per the requirements for the Postman application:

Patient Selection Request [ save ~  oce v A
POST ~  hitps://standard-onc-2022.witsweb.org.witsweb.org/api/MedicalRecordsModule/RetrievePatient “ S
Params Authorization Headers (11) Body » Pre-request Script Tests Settings Cookies <>
Headers 9 hidden
KEY VALUE DESCRIPTION L Bulk Edit Presets
Content-Type application/json @
X-Auth-Token /EVJDEXMOUKV'\QiLCJhDGciOiJSuzl’lNHsInC_l’IdCISInJHOEtth'IM .

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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In the body of the API, accessed by a link next to the Headers, the tester entered the client’s birthdate, first and last
names, gender code, and the last 4 digit’s of their SSN. This information is required to return the list of encounters for
that client.

< O

Home

0

(-

Collections

Q
[s]e]

APls

[E]

Environments

=

Mock Servers

Monitors

o

Flows

9

Workspaces v

@ 2022 Real World Testing (g)(7...

oy

APl Network ~

New

~ RWT APIs

s

v T (@), @), @@

Definition

User Authentication Request

Patient Selection Request

GET All Data Request

GET Data Category Request

Explore (Q Search Postman
Import &0 Overview Patient Selection Reg @ User Authentication Re —+ L
RWT APIs [ (g)(7), (9)(8), (g)(9) / Patient Selection Request
POST ~  https://standard-onc-2022 witsweb.org/api/MedicalRecordsModule/RetrievePatient
Params Authorization Headers (11) Body = Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
101
2 BirthDate : "05081985",
3 FirstName : "Tin",
4 LastName : "Tran",
5 GenderCode : "M",
6 SocialSecurityNumberSerialNumber: "9632"
7%
1
o

%  https://www.postman.com/fei-rwt-user/workspace/2022-real-world-testing-g-7-g-8-g-9/api/124bf4e2-8893-4a0f-bb5c-02e58aa844e3 /request/25032071-972293

The APl was able to return the client’s list of encounters and Unique Client Identifier (UCN) successfully.

POST ~  https://standard-onc-2022.witsweb.org/api/MedicalRecordsModule/RetrievePatient
Params Authorization Headers (11) Body » Pre-request Script Tests Settings
none form-data x-www-form-urlencoded ® raw binary GraphQL JSON ~
101
2 BirthDate : "85081985",
3 FirstMName : "Tin",
4 LastName : "Tran",
5 GendexrCode : "M",
6 SocialSecurityNumberSerialNumber: "9632"
Body Cookies Headers (12) Test Results
Pretty Raw Preview Visualize JSON =
1
2 "Encounters": [
3 i
4 "EndDate": "11112822",
5 "Identifier": 3551,
6 “Location”: "HOH - Nashville",
7 “StartDate": "11112822"
8 i
9 1
10 "EndDate": "11142022",
11 "Identifier": 3552,
12 "Location": "HOH - Nashville",
13 “StartDate": "11142@822"
14 I
15 1.
16 "FirstName": "Tin" ,I
17 "LastName": "Tzan",
18 "MiddleName": null,
19 "UniqueClientNumber": "(Q923986VX732544"
20 f

@ Status: 200 OK  Time: 313 ms  Size:

1.34 KB

Cookies

Save Response

[a]

Beautify

Q
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Data Category Request (g)(8)

Page 26

The Data Category Request API returns in JSON format with each CCDA section as a JSON array of data elements for a

given category:

e  SmokingStatus,

e Problems,

e EncounterDiagnosis,
e Medications,

o Allergies,

e labTests,

e labResults,

e VitalSigns,

e Procedures,

e CareTeamMembers,
e Immunizations,

e ImplantableDevices,
e Assessments,

e Plan,Goals,

e HealthConcerns,

e Referral,

e FunctionalStatus, and
e CognitiveStatus

If no data is returned for a specific category then the section will be set as "No data exists for this requested data set."

The tester created a GET call according to Postman.com requirements and the APl documentation. In the X-Auth-Token

field in the Header, the tester pasted the user token gotten from the User Authentication Request API call.

Params e Authorization Headers (9) Body

Headers 7 hidden
KEY
X-Auth-Token

Content-Typa

Data Category Request

Pre-request Script

3 Save  ~

GET ~  https://standard-onc-2022.witsweb.org/api/MedicalRecordsModule/DataCategory?unigueClientNumber=Q923806VX732544&commonClinicalDataSetSectionCodes=Problems& Send ~

Tests Settings Cookies

VALUE DESCRIPTION Bulk Edit  Presets

eyJ0eXAiQIJKVIQILCJhbGeiDiJSUzITNilsing1dCIEInJROEEhTKINGN

/ application/json

4

The user entered the client’s UCN, Encounter ID, and Section Code in the Parameter section of the API as defined in the

public APl documentation. The tester obtained the values of the parameters from the results of the Patient Selection

Request API.

FEI Systems | 9755 Patuxent Woods Dr | Suite 300| Columbia, Maryland 21046
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RWT APIs [ (9)(7), (g)(8), (9)(9) / Data Category Request [@) save ~ e s  E
GET ~  https://standard-onc-2022.witsweb.org/api/MedicalRecordsModule/DataCategory?unigueClientNumber=Q923806VX732544&commonClinicalDataSetSectionCodes=FProblems& m
Params # Autharization Headers (9) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION vo0 Bulk Edit
unigueClientNumber QO23908VX732544
commenClinicalDataSetSectionCodes Problems
Encounterld 3552

The APl returned the section data for the client defined in the parameters as shown below.

RWT APIs [ (a)(7), (@)(8), (2)(9) / Data Category Request [B) save -~ ooa Z El
GET ~  https://standard-onc-2022.witsweb.org/api/MedicalRecordsModule/DataCategory?uniqueClientNumber=Q923906VX732544&commonClinicalDataSetSectionCodes=Problems& “
Params e Authorization Headers (9) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (12) Test Results @5 Status: 200 OK  Time: 2.28 s Size: 1.76 KB Save Response
Pratty Raw Preview Visualize JSON = ] Q
8 CL1enTGenderUescription”: “Male”, 1
9 “ClientlLanguageCode": "en",
10 “ClientRaceCode": "2028-9",
11 "ClientRaceDescription”: "Asian",
12 "ClientSubRaceCode": "UNK"
13 ¥
14 1.
15 "FirstName": "Tin",
16 “LastMame": "Tran",
17 "Problems": [
i3 i
19 "ClientKey": 5313,
20 “ProblemCode": "231477083",
21 "Problemkey": "62db0c@a-84dd-4ees-b5e4-af030115ac3b”,
22 "ProblemName"”: “"Heroin dependence (disorder)",
23 “ProblemStartDate": "20221111",
24 "ProblemStartDateForFilter”: "2022-11-11TG0:00:00",
25 "ProblemStatus”: "Active"
26 I
27 i
e} “ClientKey': 5313,
29 "ProblemCode": "288811800119185",
30 "ProblemKey": "59dd3@34-f519-449d-albe-af9301156dc2d",
31 "ProblemName"”: "History of hercin abuse (situation)”,
32 “ProblsmStartDate”: "20221111",
33 "ProblemStartDateForFilter": "2022-11-11T00:00:00",
34 "ProblemStatus": "Active"
35 ¥
36 ]
37 ff 1

Cookies Desktop Agent [ Runne: W Trash [
) 1]

All Data Request (g)(9)

This API may be used to retrieve all data elements from the clinical data set for a patient, taking in the patient token
(unigque client number) and an encounter identifier. The user’s token is also required. If the clinical data set
corresponding to the input information is found, then the XML payload representing the contents of the patient's CCDA
data will be returned.
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The tester created a GET APl request according to what Postman.com requires and the public APl documentation. In the
Header section, the tester pasted the user token from the User Authentication Request into the X-Auth-Token Header.
The tester then pasted the clients UCN and one of the Encounter IDs gotten from the results of the Patient Selection
Request APl into the URL of the GET request.

< O W (%) httpsy//www.postman.com/fei-rwt-user/workspace/2022-real-world-testing-g-7-g-8-g-3/api/124bfde2 -8893-4a0f-bb5c-02e58aa844e3/request/25032071-cf0acd55-8bd6-4e3 1-Gf5d-cb0e36ease!8 ® A a 5
Home Workspaces ~  APINetwork ~  Explore (Q, Search Postman 51
@ 2022 Real World Testing (g)(7... New  Import & Overview Patient Selection Req ® User Authentication Re GET All Data Request L] 4+ eee No Envi

[w] = RWT APIs / (g)(7), (g)(8) / All Data Request [2) save
Collections

~ RWT APIs
& % Defi n GET ~  https://standard-onc-2022.witsweb.org/api/ i ordsMo i i matior i .E4923906Vx732544/}n:0unter
APIs .
~ 7). 8), 9]
O (@)0). (9)(E), (9)(6) params  Authorization  Headers (8)  Body  Pre-request Script  Tests  Settings

E User Authentication Request —

Environments Headers © 7 hidden
Patient Selection Request
KEY VALUE DESCRIPTION 000

=] GET All Data Request

Mock Servers
GET Data Categary Request X-Auth-Token eyJ0eXAIOIJKVIQILCIhbGEiOiJSUzZINilsing 1dCI6INJROEth TKING..

Content-Type application/xml
Monitors

i D

Flows

The All Data Request API call generated a full “Summarization of episode note” CCDA for the client as shown below.

RWT APIs | (g)(7) (9)(9) /| All Data Request Bl Save v oo s =
GET ~  https://standard-onc-2022.witsweb.orgfapi/MedicalRecordsModule/RetrieveAllPatientinformation/Patient/Q923906VX732544/Encounter/3552
Params Authorization Headers (9) Body Pre-request Script Tests Settings Cookies
Headers < 7 hidden '
KEY VALUE DESCRIPTION oo Bulk Edit  Presets -
Body Cookies Headers (12) Test Results -f& Status: 200 OK Time: 697 5 Size: 53.9 KB Save Response v
Pretty Raw Preview Visualize XML~ = ] Q
- N A U o A 1 Tt o U 0 0 P i A I e -
6 <templateld rocot="2.16.840.1.113883.10.20.22.1.1" />
7 «<templateld root="2.16.840.1.113883.10.20.22.1.2" extension="2015-08-01" />
8 <templateld rcot="2.16.840.1.113883.10.20.22.1.2" />
Q «<id root="7BYBlEFQ-4EQC-455B-BFES-6645AEBCA957" extension="fa602674-4a1d-41d8-bda2-c21dd3c2afe@” assigningAuthorityName="WITS" />
18 <code codeSystem="2.16.840.1.1138832.6.1" codeSystemNams="LOINC" code="34133-9" displayName="Summarization of episode nots" />
11 <title>Summarization of episode note</titlex
12 <gffectiveTime value="20230138213043" />
13 <confidentialityCode codeSystem="2.16.840.1.113883.5.25" code="N" />
14 <languageCode code="en-US" />
15 <recordTarget>
16 <patientRole>
17 <id root="7B9B1EFD-4EBC-455B-BFES-6645AE8CO957" extension="0Q923906VX732544" assigningAuthori ame="WITS" />
18 <addr use="HP">
19 <streetAddressLine>562 Spain Avenue, 2C</streetAddressLine>
20 <city>Nashville</city>
21 <state>TN</states
22 <postalCode»37216</postalCode>
23 <country>US</country>
24 </addr>
25 <telecom uss="HP" ue="tel: (615} 944-1526" />
26 <telecom use="MC" value="tel:(615) 944-98566" [
27 <patient>
28 <nama:
29 <given>Tin</given>
30 <family>Tran</family>
aa P
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MEASURES 5 - 7 (B)(6)

Page 29

The testers navigated to the main CCDA menu to schedule CCDA exports according to (b)(6) criteria.

E

Client List

@ CCDA

Home Page
Data Exports

| : I CCDA Imports
DIRECT Inbox

CCDA Setup

In the Data Export Schedule Search screen, the testers chose the Create New Data Export Schedule link to access
the CCDA Export scheduler

STANDARD WITS . La'Tray Jeffers
G 200 Snapshot L ouse of Hope, LLC, HOH - Nashille
VENNER, Derrick 52 © 34 Hopeireet
Apt. 2B
Q7834971631544 1 Knoxville, Tennessee 37301
UNIQUE CLIENT ID CASE # ggﬁ/197n

PREFERRED METHOD OF CONTACT

GeDA Data Export Schedule Search = Create New Data Export Schedule
HomePase M
CCDA Imports Search Advanced Search
DIRECT Inbox
CCDA Setup b
Search.
Agency

54
Clinical Showing 1-14 of 14 4 E] » Select Columns| |l + Select View | B8 | = > Export
Dashboard
Schedule Type Frequency Date Pulled From Date Pulled To Export Generated On A Agency Facility
Client List
RealTime 09/01/2022 House of Hope, LLC HOH - Nashville
CCDA RealTime 08/31/2022 House of Hope, LLC HOH - Nashville
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T | (@ STANDARD WITS

< @) 1 https://standard-onc-2022.witsweb.org/#! /data-export-schedule-list/2 146 AV T " a3 Y= -

x 5= - ad X

Add Data Export Schedule

Facilities

HOH - Nashville

D All Patients

Intake Date Range

= - = Has end date

Patients

No matches found

o The testers scheduled CCDA exports in:

a.
b.

Real-time
One time in the future. Note: For testing, the testers scheduled the CCDA job to run 2 minutes in the

future.
On a recurring basis. Note: Similar to the one-time export, the testers scheduled the CCDA recurring job

to run 2 minutes into the future, but on a daily basis.
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Add Data Export Schedule X

Facilities

No matches found HOH - Nashville *

All Patients

Effective Date Range
9/1/2022  [£) |= [ ] Has end date

Schedule Type

(7) Recurring

() oneTime

(@ Real Time

[ | @ STANDARD wITS x |+ = a s
< @] 3 https;//standard-onc-2022.witsweb.org/#!/data-export-schedule-workspace/b3f152a4-2645-48e8-a1fe-afa700ff8db0?edit=true AN 6 e L] 7= z
< Data Export Schedule % . . @
P + Done Editing é E G
Home Page
+
Data Export Schedule F
piRecTinoox [N v Data Export Schedule For 9
Data Export Schedule On o]
Facilities
HOH - Nashville +
All Patients
Effective Date Range
09/01/2022 -

Intake Date Range

+ Data Export Schedule On

Schedule Type
RealTime
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0 | @ STANDARD WITS x 5 - a X
< @ % https://standard-onc-2022.witsweb.org/#!/data-export-schedule-list/2146 A T,ra e i T z

Add Data Export Schedule

No matches found HOH - Nashville

All Patients

Effective Date Range
9/1/2022 ) =[] Hasenddate

Schedule Type

(O) Recurring

(@ OneTime
() RealTime

Date
1/27/2023 )

Time

02

[ | @ STANDARD WITS x | 4+ — fu X
< G %) httpsy//standard-onc-2022 witsweb.org/#!/data-export-schedule-workspace/8a6863c9-1198-40dc-929¢-3f9701027dba?adit=true A 8 e & = g
= “
~ Data Export Schedule For
DIRECT Inbox P v Data Export Schedule For &y
Data Export Schedule an
Facilities U
Agency HOH - Nashville
&
All Patients

Effective Date Range
09/01/2022 -

Intake Date Range

v Data Export Schedule On
Schedule Type
oneTime

Date
01/27/2023

Time
2:42PM
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0 | @ STANDARD WITS x  + - ] X
< (& %)  https;//standard-onc-2022.witsweb.org/#!/data-export-schedule-list/2146 A 8 " 3 b= :

Add Data Export Schedule

No matches found HOH - Nashville

All Patients

Effective Date Range
912022 [ |— B Has end date

Schedule Type
(@ Recurring

() oneTime
(") Real Time

Schedule

Daily

AtTime

02

[ | @ STANDARD WITS x |+ — [ b4
& @ (%]  https://standard-onc-2022 witsweb.org/#! /data-export-schedule-workspace/491e1ala-fch7-47cd-9598-af370104bcf9?edit=true I b ® b 7= :
Q
F QFr < Data Export Schedule © v DoneEditing (S 8 G
ome Page
+
Wil Data Export Schedule For ~ Data Export Schedule For 9
Data Export Schedule On &

Facilities

Agency HOH - Nashville T
Rg All Patients
Clinical
Dashboard Effective Date Range
09/01/2022 -
m Intake Date Range
Client List -

+ Data Export Schedule On
Schedule Type
Recurring

Frequency
Daily

At Time
2:50 PM

o All of the jobs that the testers scheduled were reflected in the CCD Export list
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LaTray Jeffers

@ §T:ANDARD WITS Snapshot i LJ House of Hope, LLC, HOH - Nashville

VENNER, Derrick 52 @ 34 Hope Street
Apt. 2B

Knoxville, Tennessee 37901

Q7834971Z631544 1 349
DOB PREFERRED METHOD OF CONTACT

UNIQUECLIENTID  CASE#

@ GCDA Data Export Schedule Search = Create New Data Export Schedule
He e
Data Exports
CCDA Imports Search Advanced Search
DIRECT Inbox
CCDA Setup
r Y
Showing 1-14 of 14 4 E] » Select Columns| Il ~ Select View| B | = > Export
EI Schedule Type Frequency Date Pulled From Date Pulled To Export Generated On v Agency Facility
Recurring Daily 09/01/2022 01/30/2023 House of Hope, LLC HOH - Nashville
CCDA Recurring Daily 09/02/2022 01/29/2023 House of Hope, LLC HOH -Nashville
Recurring Daily 09/01/2022 01/29/2023 House of Hope, LLC HOH - Nashville
OneTime 09/02/2022 01/27/2023 House of Hope, LLC HOH - Nashville
RealTime 09/01/2022 01/27/2023 House of Hope, LLC HOH - Nashville

e Foreach job, the testers opened the export job record to save the zip file of CCDA xml Files to another directory
on the tester’s computer. They verified each CCDA file by opening it a web browser.

[ | @ STANDARD WITS x =t - a X

< O (3 https:/standard-onc-2022.witsweb.org/#!/data-export-schedule-list/2146 A T8 e a3 o=

Data Export Links

Export Created Date Export Generated Date Agency Facility

01/27/2023 01/27/2023 House of Hope, LLC  HOH - Nashville
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Extract

= Documents
WOC FY23 Data
31 Recovery Court S5RS Reports

Share View Compressed Folder Tools

&=/ Pictures

December 2022

< Downloads
Documents
[&] Pictures
Davidson Co Misdemenor Reports
Desktop files
TN-WITS User Agreement
VOC FY23 Data

@ OneDrive - Tennessee

[ This pC
_J 3D Objects
I Desktop
Documents
; Downloads
D Music
[&=] Pictures
B videos
=£ Windows (C:)
= Shared \\ag03sdewfO0527.net ads.state.tn.us\Cl_CO_Data) (H:)
=x Share (\\ag03sdcwf00527\CI_LMHI_Data\cil0) (N:)
=x Deptprod (\ag03sdewf00527\Cl_CO_Data) (P:)

4items

CCDA_a0df6ff2-23ab-4c95-2970-af970103846e

Davidson Co Misdemenor Reports

Extract To

P
-
b

TH-WITS User Agreement
Desktop files
12th December 2022 Manthly Reparts

4+ Q s ThisPC » Downloads » CCDA_a0dfeff2-23ab-4c95-a970-afa70103846e

Mame

D CCDA_8cBad9d6-b302-4a40-9518-8910f2883476 Derrick_Venner
[} €CDA_28b4e416-ecdd-46d1-b070-60669988¢ 14d_Tin_Tran

D CCDA_348644cd-6036-4f3b-9f2a-0dc525dald07_Leroy Brown

[ CCDA_deda?2cT-2dTe-45d0-bd 18- ce3dbbacd363_Michelle_Gather

oo
a0

Extract
all

Type

XML Document
XML Document
XML Document
XML Document

Compressed size

TKB
7KB
TKB
7KB

v O

Password ...

No
No
No
No

-
0

Size

Search CCDA_a0d...

5TKB
33KB
52KB
5TKB

O | @ Newtso
@) @ File |

x | @ STANDARD WITS

% | [J CCDA 6ec05992-afel-40f-b477 X | |

This XML file does not appear to have any style informarion associated with it. The document tree is shown below.

C:/Users/ci05141/AppData/Local/Temp/Temp1_CCDA_6984ecea-2662-488f-bd38-afa700ff966b%20( 1).2ip/CCDA_6ec05992-afe0-40ff-b4T7-8f3d0... A 15

fE

org:vi/mif"s
<realmCode cod

"us"/ >

<typeld root="2.16.84@
<templateld root="
<templateld root
ctemplateTd root
<templateld root="2.
<id root="7BIB1EF@-4E@C-455B-BFES-6545AE8CA257" extensiol

.540.1,113883.10.20.22.1.1"/>

.848.1.113883.16.20.22.1.2"/>

v<addr use="HP">»

.1.113883.1.3" extension="POCD_HDEG@@48" />
.848.1.113883,10.20.22,1.1" extension="2015-88-01"/>

.542.1.113883.18.208.22.1.2" extension="2015-88-01"/>

«<streetAddressLine>25 Front Street, 3@1B</streetAddressLine:

<city>Memphis</city>
<staterTN</state>
<postalCode>38802</postalCode>
<country>US</country>
</addr>
"HP" value
MC" valu

"tel:(981) 254-1528"/>
tel:(901) 254-7415"/>

v <patient>
¥ <name>
<given>Michelle</given>
<givenrBelle</given>
<«family>Gather</family>
</name>

<administrativeGenderCode codeSystem="2.16.849.1.113883.5.1" code="F" displayMName="Female"/>

<birthTime value="18720109"/>

<raceCode codeSystem="2.16.84@.1.113883.6.238" codeSystemName="CDC - Race and Ethnicity" code="2854-5" displayNam

¥<ClinicalDocument xmlns="urn:hl7-org:v3" xmlns:sdtc="urn:hl7-org:sdtc” xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:gsd="http://aurora.regenctrief.org/GenericXMLSchema™ xmlns:sch="http://wew.ascc.net/xml/schematron” xmlns:xlink="http://www.w3.org/TR/WD-x1ink™ xmlns:mif="urn:h17-

"223c5014-af8e-4623-825d-7330339e3bd7" assigningAuthorityMame="WITS"/>
<code codeSystem="2.16.84@.1.113883.6.1" codeSystemMame="LOINC" code="34133-8" displayName="Summarization of episode note"/»
<titlerSummarization of episode note</titler
<effectiveTime value="20239127293049"/>
<confidentialityCode codeSystem="2.16.842.1.113883.5.25" code="N"/>
<languageCode code="en-US"/>

v<recordTarget>

¥ <patientRole>

<id root="7B9B1EF@-4E@C-455B-BFES-6545AE8C0257" extension="1533686EK521544" assigningAuthorityName="WITS"/>

Black or African American"/>

<ethnicGroupCode codeSystem="2.16.846.1.113883.6.238" codeSystemlame="COC - Race and Ethnicity” code="2186-5" displayName="Not Hispanic or Latino"/>

¥ <languageCommunication:
<languageCode code="en"/>

</languageCommunication>
+iant
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Attestation

The Real World Testing activities and results are complete and documented herein for the 2022 test year, which included

Page 36

the applicable measures that address all certification criteria listed. All information in this results document is up-to-date
and fully addresses the health IT developer’s Real World Testing requirements as determined by the 2022 Real World

Test plan. Any deviations from the 2022 Real World Test plan have been addressed in the Justifications section.

Authorized Representative Name: Nik Garifalos

Authorized Representative Email: Nik.Garifalos@feisystems.com
Authorized Representative Phone: (443) 270 - 5143

Authorized Representative Signature:

Date: 1/31/2023

Nik Garifalos

bk
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